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Abstract

Network survivability refers to the capability of the network to

mai ntain service continuity in the presence of faults within the network
[1]. Recovering fromnetwork failures quickly and maintaining the
required QoS for existing services can acconplish thisl. Wth the

i ncreasi ng sophistication of network technol ogies, survivability
capabilities are becomng available at nmultiple |ayers, allow ng for
protection and restoration to occur at any |ayer of the network. This
makes it inportant to: scrutinize the recovery features of different



network | ayers, understand the pros and cons of perform ng recovery at
each | ayer, and assess how the interactions between |ayers inpact
network survivability. Wth these objectives in mnd, this draft

exam nes the considerations for network survivability at different

| ayers of the network.
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1. Introduction

Wth the increasing demand to carry mission critical traffic, real-tine
traffic, and other high priority traffic over the public Internet [1],
networ k survivability has beconme an issue of great concern for the
Internet conmunity. As network technol ogi es continue to inprove and
converge, protection and restoration schenes are being devel oped at
multiple |ayers.

At the | owest layer of the stack, optical networks are now becom ng
capabl e of providing dynanic ring and nesh restoration functionality as
well as traditional 1+1 or 1:1 protection functionality. A considerable
body of work in the research conmunity has dealt with the capacity and
ef ficiency considerations inherent in the |layout of optical |ightpaths
for traffic protection, and work is ongoing [2],[3],[4].,[5], [6] to
develop a signaling framework to support even nore sophisticated
restoration features at the optical |ayer for future |P-over-WM

networ ks. Moving up the |ayered stack, the SONET/ SDH | ayer provides



survivability capability with automatic protection switching (APS), as
well as self-healing ring and nmesh architectures. A simlar
functionality is provided by the ATM Layer, with work ongoing to al so
provi de such functionality using technol ogies such as MPLS [7]. At the

I P layer, rerouting is used to restore service continuity follow ng |ink
and node outages. Rerouting at the IP |ayer, however, occurs after a
peri od of routing convergence, which may require froma few seconds to
several mnutes to conplete.

Anot her inportant aspect of nulti-layer survivability is that the

vari ous technol ogi es operating at different |layers provide protection
and restoration capabilities at different tenmporal granularities (i.e.
time scales), ranging froma fewtens of nmilliseconds to mnutes, at
different bandwidth granularities (i.e., from packet-level to wavel ength
level), ranging froma few kil obits per second to hundreds of gigabits
per second, and at different QoS granularities, ranging from aggregated
traffic classes (e.g., diffserv classes) to individual traffic
streanms/flows (e.g., per VCor per-IP flow). It is, therefore, a
chal | enging task to conbine in a coordinated manner the different
restoration capabilities avail able across the |layers to ensure that
certain network survivability goals are met for the different services
supported by the network

2. Overview of Survivability in Traffic Engi neered Networks

Traditional |IP networks supported only one class of service, the best-
effort class, and focused primarily on connectivity. Network
survivability in such an environment nerely involved the restoration of
networ k connectivity, which was provided by |ayer 3 re-routing alone and
was acceptable, since this was all that was needed. -A concern with
relying on the routing algorithns alone was the time that the routing
al gorithms took to converge and restore service could be significant, on
the order of several seconds to mnutes, causing a disruption of service
inthe interim Even though this was not a concern with best-effort
traffic, it does becone a significant concern when the aimis to provide
applications requiring highly reliable service, where the recovery tines
must be in the order of tens of mlliseconds.

Wth the increasing need for explicit engineering of network traffic

| oads, however, it has becone inperative for traffic engineering
mechani sms to take network survivability considerations into account. An
i mportant objective of contenporary and future Internet traffic
engineering, in fact, is to facilitate reliable network operations by
provi di ng nechani sns that enhance network integrity and by adopting
policies that acconmpdate network survivability [1]. This is inportant
for two reasons. First, to mininmze the vulnerability of the network to
service outages arising fromerrors, faults, and failures that occur
within the infrastructure. Second, to optinize the perfornance of
operational IP networks by rapidly converging to a stable state while
not even letting TCP stacks know about the failure.

Network faults, be they link outages (fiber cuts, transnitter failures,
etc.) or node outages (m s-configuration, processor or line card
failures, power glitches, power supply failures, etc.), will continue to
be a fact of life that network engineering will have to acconmpdat e.
Whereas in the past this only neant ensuring that network connectivity



was restored following an outage, in current networks it neans ensuring
that network connectivity is restored within certain constraints and
performance |levels so as not to affect the services transported.

Thus, any traffic-engi neered network that carries critical, high-
priority traffic needs to be resilient to faults. Indeed, an engi neered
network that is not survivable cannot be said to be truly traffic

engi neered, since faults in the network elenents could create traffic

i mbal ances that the network is not geared to handl e, thereby severely
conprom sing the performance of the network.

A maj or objective of Internet traffic engineering is to enhance the
performance of an operational network at both the traffic and resource
| evel s. This is acconplished by addressing traffic-oriented performance
requirenents, while utilizing network resources efficiently, reliably,
and economi cally. Traffic oriented perfornance neasures include del ay,
del ay variation, packet |oss, and goodput [1]. The scope and nature of
survivability required in different parts of the network should form an
integral part of the traffic engineering process nodel. In fact,
survivability requirenents would influence the first (definition of

rel evant control policies), third (analysis of network state to
characterize traffic workload), and fourth (performance optin zati on of
t he network) phases of the TE process nodel defined in Section 3 of [1].

I ncorporating survivability requirenents into traffic engi neering
conputations and the protection of traffic at different |ayers of the
network is useful for a number of reasons:

(i) The nmpst inportant is its ability to ensure stable network
operation, which is a major consideration in real-tinme network
performance optimization. A mmjor challenge for Internet traffic

engi neering today is to 6expect the unexpected.d In other words,
integrate automated control capabilities that can adapt quickly and at a
reasonabl e cost to significant changes in network state, while

mai ntai ning network stability [1]. Cearly, this challenge cannot be net
wi t hout accounting for potential network outages, and including themin
- traffic engineering cal cul ations.

(ii) Survivability considerations also inmpact the manner in which
traffic is grooned at different layers (nobre on this in Sections 5 and
6), and the nanner in which it is nmapped to the underlying physical or

| ogi cal topology at different |layers of the network. An inportant
function of TEis to control the distribution of traffic across the
network, a task that is strongly influenced by the manner in which
traffic is protected at different layers, and by how nuch traffic is
protected at different network |ayers. An objective could be to provide
adequate protection schemes at |layer 0 that can classify and treat
different traffic types, and dynanmically assign the traffic to a
specific protection schene. This would ensure that, as much as possible,
t he higher |ayers need never know about the transport failures.

(iii) Yet another advantage is the ability to increase network
reliability by enabling a faster response to faults and outages than is
possible with a single |layer alone (in particular, than is possible wth
Layer 3 or |IP layer rerouting alone).

(iv) Protection at different |ayers gives the provider the flexibility
to choose the granularity at which traffic is protected, and to al so



choose the specific types of traffic that are protected.

(v) A protection mechanismat different layers (for exanple, the optica
[3] and MPLS [8] layers) could enable IP traffic to be put directly over
WDM optical channels, w thout an intervening SONET | ayer, thereby
facilitating the construction of |P-over-WM networks.

3. Purpose of This Docunent

The purpose of this docunent is to exam ne the survivability features
and characteristics of different network | ayers, point out the
advantages and linitations of each, consider how they inmpact network
traffic engineering, and highlight service provider concerns and

requi renents and areas where further work may be needed, either in terns
of independently extending the functionality of the existing |layers or
in terms of devel oping inter-layer coordination mechanisnms to facilitate
fast and efficient network protection. The document is intended to
expose those areas pertaining to network survivability that require
further work by the Internet community, and to serve as a basis for the
Traffic Engineering Wrking Group design teamto nake recommendations to
ot her Worki ng Groups about network survivability issues that require
further consideration in the respective Wrking G oups.

4. Motivation

The need for network survivability and for open standards in
protection/restoration at different network | ayers ari ses because of the
fol |l owi ng:

-- Lower |ayer nmechanisnms (Optical Layer and SONET/ SDH Layer) have no
visibility into higher layer operations (for exanple protocol errors,
priority identification, and reroute calculation). Thus, while they may
provide link protection for exanple, they cannot easily provide node
protection unless these optical devices speak the sane 6l anguaged.

-- Optical Layer or SONET/ SDH Layer nechanisnms may initially be limted
to ring topol ogi es and may not al ways include nmesh protection

-- MPLS/ ATM Layer may provi de protocol -1 evel node survivability, but my
not be able to detect physical |ayer inpairnments.

-- | P Layer rerouting may be too slow for a core IP network that needs
to support time-sensitive applications. Fault isolation is nore
difficult at the IP Layer than at the optical or SONET/ SDH Layers.

-- Higher layer mechani sms (TCP, UDP, OSPF, and BGP) have linited
visibility into | ower | ayer operations (for exanple, into the optica
and SONET/ SDH | ayer physical failures).

-- Establishing interoperability of recovery/protection nechanisns

bet ween multi-vendor equi pnent in core IP networks is urgently required
to enabl e adoption of IP as a viable core transport technology and to
facilitate the traffic engineering of future nulti-service |IP networks.



5. Network Survivability Objectives

It is useful at this point to consider some of the objectives for
network survivability. W propose the follow ng generic objectives for
networ k survivability.

5.1 Survivability Mechani sns
Net wor k survivability mechani sns SHOULD

-- Maxinmize network reliability and availability.

-- Facilitate fast recovery tines where appropriate.

-- Take into consideration the recovery actions of different |ayers. For
instance, if lower layer nechanisns are utilized in conjunction with

hi gher |ayer survivability nmechani sns, the |ower |ayers should have an
opportunity to restore traffic before the higher layers do. If |ower

| ayer restoration is slower than higher |layer restoration, the |ower

| ayer may communi cate failure information to the higher layer(s), and
allowit to performrecovery. The coordi nation functionality between

| ayers nust be tunabl e.

-- Avoid network layering violations. That is, defects at higher

| ayer (s) should not nornmally trigger recovery actions at |ower |ayers.
-- Mninize the loss of data and packet reordering during recovery
operations.

-- Mninize the additive latency that nmay be incurred when recovery is
acti vat ed.

-- Mninize the state overhead of maintaining recovery information (such
as additional paths, the association between traffic streams and pat hs,
t he associ ati on between what traffic is protected at which |layers, and
SO on).

-- Allow other (e.g., low priority) traffic access to the protection
bandwi dt h.

-- Be designed into the existing protocols to give as nuch flexibility
as possible to the network operator.

In fact, the operator should have sone alternatives to choose from when
deci di ng what type of protection to inplenent. The nost |ogical way to
achieve this would be to use alternatives that are realizable by using
the mechani sns currently defined for each layer. Basically, there could
be an option to have different schenes of protection operate in a graded
manner. For exanple, schemes like ring protection for the first 50 ns,
and if that is not enough backup to nmesh restoration. Another useful
capability could be the ability to define different protection schenes
per class of traffic.

The next few sections discuss sone of these alternatives.

5.2. Survivability Actions

Net wor k survivability actions SHOULD

-- Not adversely affect other network operations.

-- Not adversely affect recovery actions at a different |ayer.

-- Not adversely affect the survivability actions within different

protection domain(s) within a given |ayer
-- Not adversely affect perfornmance |evels, to enabl e adherence to SLAs.



5.3. Survivability Techni ques

Net wor k survivability techni ques SHOULD

-- Be specifiable for dedicated or shared protection of working traffic.
-- Be specifiable on an end-to-end basis or on a segnent basis. (For
exanple, at the ATM, MPLS, or |IP layer survivability should be
specifiable for an end-to-end path or for a segment of a path.)

-- Be specifiable for protection of traffic at different granularities
(for example, tenporal, bandw dth, and QoS granularities; nore on this
in Section 6).

-- Be specifiable for protection of traffic having different

transm ssion and/or preenption priorities.

-- Be able to fallback on different protection schenes, should the
primary scheme be unavail abl e.

-- Be able to maintain BGP state (where appropriate), if at al

possi bl e.

-- Not allow the provisioning of additional traffic if the survivability
constraints of the existing traffic get violated by adnmtting additiona
traffic.

6. Network Survivability: Paraneter Considerations

In this section, we focus on considerations that affect the choice of
the recovery schenme, and al so the specific layer(s) at which network
provi ders nay choose to performrecovery.

6.1. Tine-scale of Operations

The tine-scale of the recovery operation is an inportant factor in
determ ning which |layer to performnetwork survivability. In a generic
sense, the closer to the fault the faster the recovery. However, faults
occur at different layers and not all layers have visibility to al
faults at the different |ayers. The time-scale of recovery operations
nmust be consi dered when choosi ng the network survivability nechanisn{(s).

6.2. Resource Efficiency

The efficient use of the network resources varies fromone |ayer to the
next. The resource efficiency of recovery operations nust be considered
when choosing the network survivability nmechani sms).

6.3. Signaling Mechani sns

In order to performend-to-end and segnment recovery operations, there
has to exist a signaling mechanismto notify the network recovery
operation. Sone |ayers have this capability inherently (for exanple IP
Layer), others (for exanple optical layer) -may not. (Al though recently
t here have been proposals that integrate the optical layer with Layer 3
routing and that allow, for exanple, BGP updates to be triggered upon
the detection of a fault at the optical |ayer.) The signaling nmechani sns
initiate the recovery operations and nust be consi dered when choosi ng
the network survivability nmechani sm



6.4. Recovery Granularity

The recovery granularity of the different |ayer recovery operations
shoul d be a key requirement in network survivability. In a generic
sense, the higher the layer, the finer the granularity. The Optical and
SONET Layers can only recover full pipes (i.e. OC48 G anularity),
whereas | P Layers can recover individual packets or groups of packets.
The recovery granularity must be considered when choosi ng the network
survivability mechanism It is conceivable that the nore granularity at
the optical layer the better it nay be for recovery. However, the
granularity at the sub-wavel ength |l evel would work only with OEO devices
and not with all-optical ones. Furthernore, the optical |ayer still may
not provide recovery on a per-connection basis (unless the 6connectiond
was an entire wavel ength or an entire sub-channel that the optical |ayer
under st ands. )

6.5 QS Granul arity

The QoS granularity is a key requirenent for traffic engineering and
therefore for recovery operations. The QS granularity nust be

consi dered when choosing the network survivability nechanism It is to
be noted that optical switches that are able to prioritize wavel engths
mght allow for traffic to be mapped to a priority schene, which in turn
is mapped to wavel engths with differing priorities, thereby providing
some QoS granularity.

6. 6. Coverage

The coverage desired by the recovery operation nmust be defined. Each

| ayer provides adequate coverage for that |ayer, but perhaps not
adequat e coverage of the other layers. To provide nore optinal coverage
of the layers, interworking of recovery nechani sns between two or nore

| ayers shoul d be considered. For exanple, conbining the Optical Layer
fast detection of a link layer failure with notification to the IP |ayer
that rerouting nust occur will provide coverage of both the Optica

Layer and the I P Layer. The recovery coverage nmust be consi dered when
choosi ng the network survivability nechani sm

6.7. Fault Monitoring/ Reporting

The key aspect of recovery operations is the ability to detect faults.
It is inmportant to understand the various faults that each |ayer can
detect, the fault nonitoring capabilities and the fault reporting
mechani sm The fault nonitoring and reporting mechani sns nust be

consi dered when choosing the network survivability nechanism The
reports may include not only the failed/unplaced circuits, but also
information on circuits that were placed/routed but have violated their
performance or QoS constraints.

6.8. Interlayer Considerations/Layer |Interactions

As previously nentioned in the coverage considerations, there are nany
advantages to providing a recovery nechanismthat interoperates across
one or nore layers. Any such mechani sm nust not violate any one-layer
recovery operations or cause another layer to incorrectly recover due to



a different layer operation. The consideration for providing |ayer
i nteractions between the different layers is discussed in the next
section.

7. Network Survivability: Layer Considerations

In this Section we focus on the specifics of the different layers in the
light of the discussions in the previous Section. W enunmerate the pros
and cons of undertaking network protection/restoration at each of these
| ayers, and consider the issue of systenatically coordinating the
actions of these layers to achi eve enhanced network survivability and

i mproved network operation

7.1. Optical Layer

The optical layer is increasingly beconm ng the de facto physical |ayer
in nmost core transport networks. Wth the advent of DWM technol ogy, the
optical layer is now capable of providing very high bandw dth pipes (on
the order of a 100 wavel engths per fiber, each operating at up to 10
Gb/s) that can be routed over |arge WANs or backbone networks to provide
extrenely high data rate connectivity between snaller, geographically

di spersed networks.

The advant ages of the optical |ayer are:

(1) Fast fault/failure detection: the loss of light or carrier
signal at the optical |ayer can be detected quickly by the end node
equi prent. Thus, end points of a link, and, in sone cases, |ightpaths

(such as when there is 1+1 protection), can detect link failure within a
relatively short period of time (a fewnilliseconds)[9], and can swtch
to a backup lightpath, if configured.

(i) Large switching granularity: the optical |ayer has the capacity
to restore very |arge nunbers of higher layer flows. For exanple,
hundreds of LSPs or ATM VCs that would ordinarily be affected by a
single link failure (such as a fiber cut) could be restored
simul taneously at the optical |ayer w thout the need to invoke higher
| ayer signaling, which can be conputationally expensive and sl ow (since
it may require processing by internedi ate nodes, and rnust invariably
encount er propagati on del ay).

Sonme current limtations of the optical |ayer are:

(1) Limted range of granularity: The optical layer can only restore
the traffic at lightpath or sub-lightpath granularity, and is therefore
suitable when all the data on a lightpath or sub-lightpath requires
protection/restoration. It cannot restore individual circuits or paths.

(i) No di scrimnation between different traffic types: The optica
| ayer being bit-transparent is oblivious to actual traffic content on a
I ightpath and cannot, in general, differentiate between different
traffic types. We note that some discrimnation may be possibl e based
purely on the physical and transmni ssion properties of the |ightpaths
concerned, such as |loss, dispersion, jitter, crosstalk, etc. The
physi cal and transnission properties of the |ightpaths provide a way to
di scrimnate between the quality of the |ightpaths thensel ves, and nmay
not necessarily translate into higher |ayer QS goals.

(iii) The speed of detection is dependent on the locality of the
swi tching action. The speed advantage of the optical |ayer cones from
its ability to detect the absence of light, and perform 6l ocal repair6
by mendi ng the connection at the point of failure. However, if the



detection point and switching point are distinct, as may be the case in
shared path protection (as opposed to 1+1 path protection), the desired
and the protection switching point mght be the origin of the Iightpath.
If this is the case, sone form of signaling between optical equipnent
wi Il be necessary [3]. In such situations, the response tine of the
optical layer will be dependent on the signaling nmechani sm depl oyed

I ndeed, a deficiency of the current optical layer is its inability to
signal failure notification, and the absence of an automated nechani sm
to performprotection switching in the general (the non 1+1) case. There
are sonme schenes that propose to integrate optical |ayer detection wth
layer 3 signalling, by allow ng routing updates to be distributed

i mediately following the detection of a fault at the optical |ayer.
This coul d speed up recovery considerably, since it triggers higher

| ayers rerouting decisions nmuch quicker than they would be ordinarily.

7.1.1 Considerations for the Optical Layer

A consideration for the optical layer would be to provide sone

coordi nation between the optical |ayer detection and a higher |ayer that
has a signaling nmechanism as is proposed, for exanple, in [3], [4],
[11]. This would increase the flexibility at the optical |ayer by
speedi ng up and expanding its rerouting capability and facilitate the
depl oyment of newer, bandwi dth efficient protection options, such as
shared nesh protection.

Anot her consideration for the optical layer is that it cannot, in
general, detect faults in the router or sw tching node, and so may not
be able to provide true path protection at the LSP or ATM VC | evel,
since faults in the sw tching equi pnent would not be detected by the
optical layer. It is conceivable, in this case, that the reverse of the
process described above could be used. Nanely, if there was

conmuni cati on between the routing/sw tching equi pnent and the optica
equi prent, the optical layer on learning of a router/switch failure (it
woul d still not detect faults at higher layers due to m sconfiguration
of the switching equipnent), could initiate protection at the optica

| ayer (by causing an deliberate | oss of |ight condition).

Appropriate grooning of traffic on to a |ightpath nust be another
consideration at the optical layer that would inpact traffic engineering
and network planning. The groomi ng algorithns, which traditionally are
geared to nost efficiently pack higher layer traffic onto a |ightpath,
woul d need to be nodified to now take traffic protection or QoS needs
into account, and groomlike traffic (for exanple, traffic that requires
a high degree of survivability) onto a small nunber of wavel engths that
can be protection switched to neet SLA objectives. At the sane tinme, the
al gorithnms should al so be able to pack best-effort (or low priority)
traffic on to protection bandw dth pipes or 1+1 protection paths,

t hereby maki ng the groom ng of O6bunpable trafficd an inportant

consi deration as well.

7.2. SONET Layer

The SONET layer is the nmedium of choice in a |arge base of existing
network infrastructures. Wiile some of the considerations here are
simlar to those at the optical |ayer, the SONET | ayer currently offers
nore flexibility than a pure optical |ayer.



Sonme of the advantages of the SONET | ayer are:

(1) SONET protection is standardi zed and can operate across domai ns.
(i) The SONET | ayer provides both detection and autonatic protection
swi t chi ng

(iii) The SONET | ayer provides greater control over the granularity of
t he channel s that can be protection switched.

Sonme of the current limtations of the SONET | ayer are:

(1) Inefficient use of spare capacity: SONET protection is largely
limted to ring topol ogi es, where spare capacity often remains idle,
maki ng the efficiency of bandwi dth usage an issue.

(i) Limted topol ogical scope: SONET protection is largely limted
to ring topol ogies, which reduces the flexibility to depl oy sonewhat
nore conplex, but potentially nore efficient, nesh-based restoration
schenes.

(iii) Lack of traffic priority: As with the optical |ayer, the SONET
| ayer al so cannot distinguish between different priorities of traffic.
For exanple, it is not possible in SONET to switch EF (expedited
forwardi ng) and AF (assured forwarding) streans based on priority.
(iv) olivious to higher layer failure: Like the optical |ayer, the
SONET | ayer too is oblivious to higher layer errors or faults.
Thus, SONET cannot detect ATM (or MPLS) |ayer errors. For
i nstance, a corruption of packets at the ATM Il ayer will not be
det ected by SONET processing.

7.2.1 Considerations for the SONET Layer

As with the optical l|ayer, an inportant area of consideration at the
SONET | ayer, froma TE perspective, is also one of traffic groom ng

When network survivability nust be taken into consideration, the
groom ng of traffic nay need to be done not only for maxi nrum efficiency,
but also for maxi mum efficiency given that protection will be needed
(and that traffic nay require different types and extents of

protection). Arelated issue is one of appropriately mapping the grooned
channel s to optical |ightpaths, while keeping protection constraints in
m nd.

7.3. ATM Layer and/or MPLS Layer

In this version of this draft we will consider the ATM and MPLS | ayer
toget her, since many of the issues that are involved are common to both.

Bef ore proceeding further, however, it is essential to clarify the use
of the term 6MPLS Layer6 in this docunent. MPLS nerely conbi nes Layer 2
forwardi ng (Il abel swapping) with Layer 3 (IP) routing, and does not,
strictly speaking, satisfy the criteria for being an i ndependent |ayer
(it does not, for exanple, have any |ayer specific address). W use the
term OMPLS Layer® here to refer to the software and hardware that

t oget her inpl enent MPLS signaling and forwardi ng functionality, but do
not include the IP layer and its associated routing software in the
OMPLS Layer.

Sone of the advantages of the ATM or MPLS |l ayer are the follow ng:
(1) Capability to detect router/switch faults: Both the ATM and



MPLS | ayer provide the capability to detect O faults in the router or
switch, which are invisible to |l ower |ayers. For exanple, the SONET or
the optical layer may not be able to detect faults that arise fromthe
failure on a router/switch (such as the failure of the control card of
the router/switch resulting in corrupted ATM or MPLS control packets),
whi ch can be detected by the ATM or MPLS | ayer. The ATM | ayer can do so
via the F1-F5 errors and via its peering capability, whereas the MPLS
| ayer may do so via an appropriately inmplenmented |iveness nmessage (for
exanpl e, the LDP Liveness nessage).

(i) Capability to detect misconfigurations: Both the ATM and MPLS
| ayer can detect node or software msconfiguration by the counting of
errored or corrupted packets, which may be identified by | ooking at the
ATM header or MPLS label. In ATM this may involve tracking VPI/VC
m smat ches, while in MPLS this nay be acconplished by counting TTL
errors or |abel m smatches

O her advantages of the ATM Il ayer are the existence of an in-band CAM
functionality that can help to detect path errors along a virtua
circuit or virtual path, and also provides faster detection and
restoration than is possible by relying on routing protocols al one.

Sonme of the current limtations of the MPLS | ayer are:

(1) (i)Difficulty of detecting physical link failures: The MPLS
| ayer cannot detect failures without an explicit nechanismlike a path
continuity test [9] or a fast |iveness nmessage test [10]. Since MPLS
does not allow for in-band signaling or OAM functionality of the type
provi ded by ATM an issue here is the ability to ensure that the
i veness message can foll ow the exact path followed by an MPLS LSP
bet ween two LSRs.

(i) The MPLS header is to small to allow for OAM functionality of
fault and performance nanagenent.

7.3.1 Considerations for the ATM and/ or MPLS Layer

As di scussed, fault detection at the MPLS | ayer could be by detecting
TTL errors or by counting unl abel ed packets or packets with unrecogni zed
| abels. An issue with TTL errors is that they could be the result of
either an MPLS layer or an IP |ayer problem since the MPLS header
carries the IP TTL. For instance, TTL mismatches could be due to a
genui ne problemw th an upstream LSR or due to a router upstream of the
LSR detecting the m smatches, probably the edge router that converted
the I P packet into a | abel ed MPLS packet. Likew se, the persistent
recei pt of unl abel ed packets or packets w th unknown | abels m ght

i ndi cate protocol problens, and necessitate a protection switch

Thus, detection of some types of errors at the MPLS layer may require a
protection switch at the same |ayer, which is independent of | ower

| ayers.

7.4 | P Layer

The IP layer is central to the IP network infrastructure. Sone of the
advantages of the IP layer for survivability include:



(1) The ability to find optimal routes: The IP layer runs routing
al gorithms that can be tuned to propagate information that facilitates
the cal cul ati on of optimal routes through the network, and perform
constraint-based routing [10]

(i) Better granularity of protection: Cearly, at the IP [ayer one
obtains a fine level of granularity at which protection can be done.
This layer allows a path selection algorithmto pick paths based on
priority and other requirenents of the traffic.

(iii) Load bal ancing ability: At the IP |layer, one has the maxi mum
flexibility to performload sharing by distributing traffic across
different paths (for exanple, by hashing using the source and
destination address), and the flexibility to select a better path if it
becomes avail abl e.

Sone of the drawbacks of the IP layer in terns of survivability are:

(1) A wel | -known drawback of the IP layer, of course, is that
recovery operations here can be quite slowrelative to the | ower |ayers.
Connectionl ess recovery, due to its dependence on |IP routing, can take
seconds to detect | oss of connectivity (via routing protocols) thereby
sl owi ng down the recovery action.
(i) Anot her problemwith the IP layer is that it too cannot detect
physical layer faults, in that the IP layer may only be aware of the
exi stence of a fault (through the non-receipt hello or keepalive
nmessages in routing protocols), but nay not know where the fault is.
Thus, if the intent is not to always rely on fault recovery based on IP
rerouting fault isolation nmay be an issue.

7.4.1 Considerations for the | P Layer

One of the mmjor considerations for the P layer is the tinme to detect
faults. In I P connectionless networks, faults affecting TCP sessions for
exanpl e can take a long tinme to detect since the end-systens nmust decide
whet her or not a session was lost. Thus, in order for the IP layer to
provide reliable operation and fast recovery it has to work in
conjunction with a path pinning mechani sm (such as MPLS)

7.5. Transport Layers

The Transport layers are central to the IP network infrastructure. Sone
of the advantages of the Transport |ayers for survivability include:

(1) The ability to provide positive acknow edgenent with
retransm ssi on (ACK).
(i) The finest granularity of protection-application level: Cearly,

at the TCP |l ayer one obtains a fine level of granularity at which
protection can be done. This layer allows a path selection algorithmto
pi ck paths based on priority and other requirenments of the application

Sonme of the drawbacks of the Transport layers in ternms of survivability
are:

(iii) A wel | -known drawback of the Transport |ayer, of course, is that
recovery operations here are quite slowrelative to the |ower |ayers.
Connectionl ess recovery, due to its dependence on | P routing, can take
seconds to detect |oss of connectivity (via ACKS and sequence viol ations
(TCP) or routing protocol (UDP)) thereby slow ng down the recovery



action.

(1v) Anot her problemw th the Transport layer is that it too cannot
det ect physical layer faults, and fault isolation may be an issue if the
intent is not to always rely on fault recovery based on I P rerouting.

7.4.1 Considerations for the Transport Layer

One of the major considerations for the Transport layer is the time to
detect faults. In IP connectionless networks, faults affecting TCP
sessions for exanple can take a long tinme to detect since the end-
systens nust deci de whether or not a session was |ost. Thus, in order
for the Transport layers to provide reliable operation and fast recovery
it has to work in conjunction with a path pinning nmechani sm (such as
MPLS)

7.6 Coordination between Layers

As nentioned throughout this docunent, the coordination of the recovery
actions across layers could dramatically inprove the response tines of
the network to faults, and woul d be val uabl e in designing and nmanagi ng
traffic engineering mechanisnms to better optim ze network performance.
Even though each layerAs fault detection mechani sms nust be independent,
as explained in the preceding sections, the ability to collapse the

i ndependent |ayers in a nmanageabl e and constrai ned manner wll be
important. In particular, the i nterworking of failure indications
across layers to speedup recovery operations at higher |ayers.

An exanpl e of a higher layer failure that would not be detected at a

| ower layer is corruption of a packet at the ATM or MPLS | ayer, but not
at the SONET | ayer. Thus, SONET processing would not be able to detect
such a fault, and this would have to be recovered at the higher |ayer.
By contrast, a fiber cut or link inpairnent is an exanple of a |ower
layer fault that is not visible at the higher layer, so the ability to
conmuni cate such fault infornmation across |ayers nay enable a | ower

| ayer, such as the optical layer, to take advantage of finer-scale
protection capabilities of the higher |ayers by enabling them nuch

qui cker than they normally woul d. Some major inpacts that designing
coordi nation between the different layers is howto efficiently design
the network with high reliability and availability. Additionally, the
nature of SLAs that a provider could sign with custoners will provide
anot her degree of design considerations.

8. Service Provider Considerations

This section provides an overview of some aspects related to network
survivability that service providers may consider when defining their
requi renents. Qur objective here is to lay down sonme initial thoughts,
and solicit feedback fromindividuals in the service provider arena.

-- Understandi ng how i nportant network survivability is to the service
provi der organization

Service providers mght place different degrees of inportance on
survivability depending on the nature and type of traffic conveyed. It
woul d, therefore, be inportant to know the relative inportance of
survivability for different services offered



-- Defining the survivability adequacy of the foll ow ng:
DWDM

SONET APS

SONET UPSR

SONET BLSR

MPLS

ATM

IP

O her

STe@rPaoo o

It is also necessary to assess the inportance of survivability at
different layers, and the nost conmon | ayer at which survivability is
currently provided.

-- Describing the areas that service providers would either require
addi tional survivability functionality, or, if additional functionality
was added to a specific layer, would change their opinion about
providing survivability at that |ayer.

-- Determination of whether nulti-layer survivability is
requi red/ desired, and specifying the extent and scope of such
survivability.

For instance, if SONET detects a LOF should it provide a notification to
MPLS | ayer to performrestoration? The point being that MPLS woul d have
insight to the TE requirenents of the operator environnent (through
policies for exanmple), and could therefore find a nore optimal route. O
is it that each layer should only provide survivability for itself and

| eave survivability of other layers to nechanisns within those |ayers.

-- Collect service provider survivability strategies, perfornmance
obj ectives, and requirenents to identify framework | evel requirenents on
survivability.

-- Define the switch-over tine objectives, granularity of traffic that
nmust be supported, and scope (end-to-end, segnent, node, |ink
conbi nations) of survivability strategies.

-- ldentify the extent to which excess traffic would be utilized on
backup paths during nornal operating conditions.

9. Security Considerations

Thi s docunent raises no new security issues for any of the protocols
di scussed herein.
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