Definitions

[Editors' note: The following definitions are preliminary and are offered to facilitate further discussion.  A goal is to define precisely the terms related to survivability so as to enable the associated requirements documents to describe precisely which of the survivability areas will be addressed.]

Extra traffic is the traffic carried over the protection entity while the working entity is active.  Extra traffic is not protected, i.e., when the protection entity is required to protect the traffic that is being carried over the working entity (e.g., due to a failure affecting the working entity), the extra traffic is preempted.

Normalization is the return to the normal state of a network upon completing the repair of the network failure.  This could include the rerouting of affected traffic to the original working entities or new routes.  The term revertive mode is used when traffic is returned to the working entity (switch back). 

Protection, also called protection switching, is a survivability technique based on predetermined failure recovery: as the working entity is established, resources are reserved for the protection entity.  These resources may be used by low-priority traffic (referred to as extra traffic) if traffic preemption is allowed.  Depending on the amount of reserved resources, not all of the affected traffic may be protected.  (For further discussion of concepts related to protection, see the Section on Survivability Techniques and Architectures.)

Protection entity (also called back-up entity or recovery entity) is the entity that is used to carry protected traffic in protection operation mode, i.e., when the working entity is in error or has failed.

Recovery is the sequence of actions taken by a network after the detection of a failure to maintain the required performance level for existing services (e.g., according to service level agreements) and to allow normalization of the network.  The actions include notification of the failure followed by two parallel processes: (1) a repair process with fault isolation and repair of the failed components, and (2) a reconfiguration process with path selection and rerouting for the affected traffic.

Recovery time, also called restoration time, is the time interval from the occurrence of a network impairment to the instant when affected traffic is completely rerouted. [Editors' note: further refinement is needed: e.g., until spare resources are exhausted and/or no more preemptable traffic.]

Rerouting is placement of affected traffic from the working entity to the protection entity, when the path for the protection entity has been selected after the detection of a fault on the working entity.  This is synonymous with switch-over in protection techniques.  (In [
], rerouting is synonymous with restoration.)

Restoration is a survivability technique that dynamically discovers the alternate path from spare resources in network, or establishes new paths on demand, for affected traffic once the failure is detected and the affected traffic is identified for rerouting.  The new path may be based on preplanned configurations or current network status.  Thus, restoration involves a path selection process followed by traffic rerouting.  Restoration is referred to as recovery by rerouting in [1].

Restoration, in a second usage that has meaning similar to recovery, refers to the actions taken by a network to maintain service continuity after failure has occurred.  In this usage, it should be clear from the context that it is irrelevant whether the survivability technique used to achieve service continuity is based on protection or restoration techniques.  [Editors' note: This appears to be a common, ordinary usage of the term.]

Revertive mode is a procedure in which revertive action, i.e., switch back from the protection entity to the working entity, is taken once the failed working entity has been repaired.  In non-revertive mode, such action is not taken.  To minimize service interruption, switch-back in revertive mode should be performed at a time when there is the least impact on the traffic concerned, or by using the "make before break" concept.  [Editors' note: to be defined.]

Shared risk link group (SRLG) is the union of all the links on those fibers that are routed in the same physical conduit in a fiber-span network.  [Editors' note: This definition needs to be broadened to include, besides shared conduit, other types of compromise such as shared fiber cable, shared right of way, shared optical ring, shared office without power sharing, etc.  Also, the extent of compromise in a shared vulnerability, such as the length of the sharing for compromised outside plant, needs to be considered.]

Survivability is the capability of a network to maintain service continuity in the presence of faults within the network [
].  Survivability techniques such as protection and restoration are implemented either on a per-link basis, on a per-path basis, or throughout an entire network to alleviate service disruption at affordable costs.  The degree of survivability is determined by the network's capability to survive single failures, multiple failures, and equipment failures.

Working entity is the entity that is used to carry traffic in normal operation mode.  Depending on the context, an entity can be, e.g., a channel or a transmission link in the physical layer, an LSP in MPLS, or a logical bundle of one or more LSPs.

Survivability Techniques and Architectures

In a survivable network design, spare capacity and diversity are built into the network from the beginning to support some degree of self-healing whenever failures occur.  A common strategy is to associate each working entity with a protection entity having either dedicated pre-reserved resources or shared resources that are pre-reserved or reserved-on-demand.  According to the methods of setting up a protection entity, different approaches to providing survivability can be classified.  Generally, protection techniques are based on having a dedicated protection entity set up prior to failure.  Such is not the case in restoration techniques, which mainly rely on the use of spare capacity in the network.  Hence, in terms of trade-offs, protection techniques usually offer fast recovery from failure with enhanced availability, while restoration techniques usually achieve better resource utilization.

Protection techniques can be implemented by several architectures: 1+1, 1:1, 1:n, and m:n.  In SDH/SONET, they are referred to as Automatic Protection Switching (APS).

In the 1+1 protection architecture, a protection entity is dedicated to each working entity.  The dual-feed mechanism is used whereby the working entity is permanently bridged onto the protection entity at the source of the protected domain.  In normal operation mode, identical traffic is transmitted simultaneously on both the working and protection entities.  At the sink of the protected domain, both feeds are monitored for alarms and maintenance signals.  A selection between the working and protection entity is made based on some predetermined criteria, such as the transmission performance requirements or defect indication.  This architecture is rather expensive since resource duplication is required.  It is generally used for specific services that need a very high availability.

In the 1:1 protection architecture, a protection entity is also dedicated to each working entity.  The protected traffic is normally transmitted by the working entity.  If the working entity has failed, the protected traffic is rerouted to the protection entity.  This architecture is inherently slower in recovering from failure than a 1+1 architecture since communication between both ends of the protection domain is required to perform the switch-over operation.  An advantage is that the protection entity can optionally be used to carry preemptable "extra traffic" in normal operation.

In the 1:n protection architecture, a dedicated protection entity is shared by n working entities.  Traffic is normally sent on the working entities.  When multiple working entities have failed simultaneously, only one of them can be restored by the common protection entity.  This contention is resolved by assigning a different preemptive priority to each working entity.  As in the 1:1 case, the protection entity can optionally be used to carry preemptable "extra traffic" in normal operation

The m:n architecture is a generalization of the 1:n architecture.  Typically m <= n, m dedicated protection entities are shared by n working entities.   While this architecture can improve system availability with small cost increases, it has rarely been implemented or standardized.
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